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System Architecture : 

 

           Fig 1 

Problem Statement  

In Australia, many people spend years, sometimes decades working in the same field. 
When  they decide to change direction, the process often feels daunting. Workers are unsure 
which  roles might suit their abilities, whether their current skills are still relevant, and what 
training  could realistically help them secure a new position. At present, useful information is 
scattered  across job boards, blogs, government sites, and training providers. Without a clear 
guide, mid career workers can end up frustrated, underemployed, or stepping into roles that 
don’t make  use of their strengths. There is a clear need for a single platform that allows people 
to explore  new industries, understand the skills they already bring to the table, identify what is 
missing,  and connect with practical training and support to make a career transition 
achievable.  

Epic 5 – Industry Trend Insights  

Description: 
Provide long-term employment and salary trends with five-year forecasts, using open datasets 
and interactive dashboards. 



 

Epic 6 – Career Jargon Decoder  

Description: 
Provide a jargon and acronym dictionary for job seekers, across multiple sectors, with plain-
language explanations. 

 

 

Security Testing 

Nmap:  

Nmap is a powerful open-source tool used for network discovery and security auditing. It scans 
hosts and services on a network to identify open ports, running services, operating system 
details, and potential vulnerabilities. Nmap supports advanced features such as OS 
fingerprinting, version detection, vulnerability scripts, and traceroute. Security professionals 
commonly use it for reconnaissance during penetration testing to map the attack surface of a 
target system. 

 

Nmap Findings: 

1. Basic Port Scan 

       Fig 2 
2. Service Version Detection 



 
      Fig 3 

 



      Fig 4 
3. Safe Default Scripts 

 

      Fig 5 

4. Top 100 Common Ports 

 
      Fig 6 

5. SSL/TLS Cipher Security Check 



 
      Fig 7 
 

 

 

 

 

 

6. SSL Certificate Information 

 
      Fig 8 

7. HTTP Security Headers Check 



 
      Fig 9 

8. HTTP Methods Check 

 
      Fig 10 

9. XSS Detection 

 
      Fig 11 

10. SQL Injection Detection 



 
      Fig 12 

Nikto:  

Nikto is an open-source web server vulnerability scanner. It performs comprehensive tests 
against web servers to identify misconfigurations, insecure files, outdated software, and known 
vulnerabilities. Nikto checks for over 6,700 potentially dangerous files/programs and verifies 
versions of web servers against vulnerability databases. It is particularly useful in identifying 
issues like default files, outdated SSL/TLS settings, insecure headers, and improper 
configurations. 

Nikto Findings: 

1. Basic Scan: 

 
      Fig 13 

2. SSL/HTTPS Scan 

 
      Fig 14 

3. Interesting Files/Directories Check 



 
      Fig 15 

4. Misconfiguration Check 

 
      Fig 16 

5. Information Disclosure Check 

 
      Fig 17 

6. XSS Vulnerability Scan 

 
      Fig 18 

7. Remote File Retrieval Check 



 
      Fig 19 

8. SQL Injection Scan 

 
      Fig 20 

 

Burpsuite:  

Burp Suite is an integrated platform and industry-standard toolkit for performing security testing 
of web applications. It acts as an intercepting proxy that sits between your browser and the 
target application, allowing security testers to view, analyse, and modify HTTP/HTTPS traffic in 
real-time. 

Burpsuite Findings (SQL Injection): 

1. s=farmer’ 

 
      Fig 21 

2. s=1’ 



 
      Fig 22 

3. s=farm 

 
      Fig 23 

4. s=Goat farmer OR 1’=1 

 
      Fig 24 

5. s=OR’1’=1 



 
      Fig 25 

 

 

  

 


