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Problem Statement

In Australia, many people spend years, sometimes decades working in the same field.

When they decide to change direction, the process often feels daunting. Workers are unsure
which roles might suit their abilities, whether their current skills are still relevant, and what
training could realistically help them secure a new position. At present, useful information is
scattered across job boards, blogs, government sites, and training providers. Without a clear
guide, mid career workers can end up frustrated, underemployed, or stepping into roles that
don’t make use of their strengths. There is a clear need for a single platform that allows people
to explore new industries, understand the skills they already bring to the table, identify what is
missing, and connect with practical training and support to make a career transition
achievable.

Epic 5 - Industry Trend Insights

Description:
Provide long-term employment and salary trends with five-year forecasts, using open datasets
and interactive dashboards.




Epic 6 - Career Jargon Decoder

Description:
Provide a jargon and acronym dictionary for job seekers, across multiple sectors, with plain-
language explanations.

Security Testing

Nmap:

Nmap is a powerful open-source tool used for network discovery and security auditing. It scans
hosts and services on a network to identify open ports, running services, operating system
details, and potential vulnerabilities. Nmap supports advanced features such as OS
fingerprinting, version detection, vulnerability scripts, and traceroute. Security professionals
commonly use it for reconnaissance during penetration testing to map the attack surface of a
target system.

Nmap Findings:
1. Basic Port Scan

/home/jeff
nmap skill-bridge-ruddy-sigma.vercel.app
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:34 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (216.198.79.3)
Host is up (@.@38s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 64.29.17.3
Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE
B@/tcp open http
443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 9.60 seconds

Fig 2
2. Service Version Detection




5V SKLLL-DI10RE-Iugay-S1gma.verceL. app
starting Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:35 AEDT

Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (216.198.79.131)

Host is up (@.0055s latency).

Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 64.29.17.131

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

80/tcp open http Vercel

443/tcp open ssl/http Golang net/http server

2 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi?new-service :

NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)
SF-Port80-TCP:V=7.95%I=7%D=10/13%Time=68EC496D%P=X86_64-pc-1inux-gnukr(Get
SF:Request,8A, "HTTP/1\.0\x20308\x20Permanent\x2eRedirect\r\nContent-Type:\
SF:x2@text/plain\r\nLocation:\x20https:///\r\nRefresh:\x200;url=https:///\
SF:r\nserver:\x2@Vercel\r\n\r\nRedirecting\.\.\." )¥r(HTTPOptions,8A, "HTTP/
SF:1\.0\x20308\x20Permanent \x2@Redirect\r\nContent-Type:\x20text/plain\r\n
SF:Location:\x2@https:///\r\nRefresh:\x200;url=https:///\r\nserver:\x20Ver
SF:cel\r\n\r\nRedirecting\.\.\." )%r(FourOhFourRequest,D®@, "HTTP/1\.0\x20308
SF:\x20Permanent\x20Redirect\r\nContent-Type:\x20text/plain\r\nLocation:\x
SF:20https:///nice%20ports%2C/Tri%6Eity\. txt%2ebak\r\nRefresh:\x2ee;url=ht
SF:tps:///nice%20ports%2C/Tri%6Eity\. txt%2ebak\r\nserver:\x20vercel\r\n\r\
SF:nRedirecting\.\.\.");

NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)
SF-Port443-TCP:V=7.95%T=5SL%I=7%D=10/13%Time=68EC4973%P=x86_64-pc-linux-gn
SF:u%r(GetRequest,1B3, "HTTP/1\.0\x20404\x20Not \x20Found\r\nCache-Control:\
SF:x2@public,\x2@max-age=0, \x2@must-revalidate\r\nContent-Length:\x20107\r
SF:\nContent-Type:\x20text/plain;\x20charset=utf-8\r\nDate:\x20Mon, \x2013\
SF:x200ct\x202025\x2000:36:06\x20GMT\r\nServer: \x20Vercel\r\nStrict-Transp
SF:ort-Security:\x2@max-age=63072000\r\nX-Vercel-Error:\x2@DEPLOYMENT_NOT_
SF:FOUND\r\nX-Vercel-Id:\x2@syd1: :56xx7-1760315766335-465b95ff1681\r\n\r\n
SF:The\x2edeployment\x20could\x20not\x20be\x20found\x2eon\x20vercel\.\n\nD
SF:EPLOYMENT_NOT_FOUND\N\nsyd1: : 56xx7-1760315766335-465b95f f1681\n" )%r(HTT
SF:POptions,1B3, "HTTP/1\.0\x20404\x208Not\x20Found\r\nCache-Control: \x28pub
SF:lic,\x2@max-age=0, \x2@must-revalidate\r\nContent-Length:\x20107\r\nCont
SF:ent-Type:\x20text/plain;\x2@charset=utf-8\r\nDate: \x20Mon, \x2013\x200ct
SF:\x202025\x2000:36:06\x20GMT\r\nServer:\x20Vercel\r\nStrict-Transport-Se
SF:curity:\x20max-age=63072000\r\nX-Vercel-Error: \x20DEPLOYMENT_NOT_FOUND\
SF:r\nX-Vercel-Id:\x2@syd1::km8wn-1760315766453-74fe3922ea58\r\n\r\nThe\x2
SF:edeployment\x2@could\x2enot\x2ebe\x20found\x200n\x2evercel\.\n\nDEPLOYM
SF:ENT_NOT_FOUND\n\nsyd1: :km8wn-1760315766453-74fe3922ea58\n" )%r( FourohFou
SF:rRequest,1B3, "HTTP/1\.0\x20404\x20Not\x20Found\r\nCache-Control: \x2@pub
SF:lic,\x2@max-age=0, \x2@must-revalidate\r\nContent-Length:\x20107\r\nCont
SF:ent-Type:\x20text/plain;\x20charset=utf-8\r\nDate:\x2@Mon, \x2013\x200ct
SF:\x202025\x200 \r\nServer:\x2@Vercel\r\nStrict-Transport-Se
SF:curity:\x20max-age= 000\r\nX-Vercel-Error:\x20DEPLOYMENT_NOT_FOUND\
SF:r\nX-Vercel-Id:\x20syd1::g45j6-1760315766580-9e954chba736b\r\n\r\nThe\x2
SF:0deployment\x2@could\x2@not\x20be\x20found\x200n\x2@Vercel\.\n\nDEPLOYM

SF-Port443-TCP:V=7.95%T=55L%I=7%D=10/13%Time=68EC40973%P=x86_64-pc-linux-gn
SF:u%r(GetRequest,1B3, "HTTP/1\.0\x20404\x20Not\x2@Found\r\nCache-Control:\
SF:x20public,\x20max-age=0,\x20must-revalidate\r\nContent-Length:\x20107\r
SF:\nContent-Type:\x20text/plain;\x2@charset=utf-8\r\nDate:\x20Mon, \x2013\
SF:x200ct\x202025\x2000:36:06\x20GMT\r\nServer:\x2@Vercel\r\nStrict-Transp
SF:ort-Security:\x20max-age=63072000\r\nX-Vercel-Error:\x20DEPLOYMENT _NOT _
SF:FOUND\T\nX-Vercel-Id:\x20syd1: :56xx7-1760315766335-465b95fF1681\r\n\r\n
SF:The‘\x20deployment\x20could\x2@not\x20be\x20found\x20on\x20Vercel\.\n\nD
SF:EPLOYMENT _NOT_FOUND\n\nsyd1::56xx7-1760315766335-465b95ff1681\n" )%r(HTT
SF:POptions,1B3, "HTTP/1\.0\x20404\x20Not\x20Found\r\nCache-Control:\x20pub
SF:lic,\x2@max-age=0,\x2@0must-revalidate\r\nContent-Length:\x20107\r\nCont
SF:ent-Type:\x20text/plain;\x20charset=utf-8\r\nDate:\x20Mon, \x2013\x200ct
SF:\x202025\x2000:36:06\x20GMT\r\nServer:\x2@Vercel\r\nStrict-Transport-Se
SF:curity:\x20max-age=63072000\r\nX-Vercel-Error:\x20DEPLOYMENT _NOT_FOUND\
SF:r\nX-Vercel-Id:\x20syd1::km8wn-1760315766453-74fe3922ea58\r\n\r\nThe\x2
SF:@deployment\x28could\x2@not\x20be\x28found\x2@on\x2@8Vercel\. \n\nDEPLOYM
SF:ENT_NOT_FOUND\n\nsyd1::km8wn-1760315766453-74fe3922ea58\n" )%r( FourOhFou
SF:rRequest,1B3, "HTTP/1\.0\x20404\x20Not\x20Found\r\nCache-Control:\x2@pub
SF:lic,\x2@0max-age=0,\x2@must-revalidate\r\nContent-Length:\x20107\r\nCont
SF:ent-Type:\x2@text/plain;\x20charset=utf-8\r\nDate:\x20Mon,\x2013\x200ct
SF:\x202025\x2000:36:06\x20GMT\r\nServer:\x2eVercel\r\nStrict-Transport-Se
SF:curity:\x2@max-age=63072000\r\nX-Vercel-Error:\x20DEPLOYMENT_NOT_FOUND",
SF:r\nX-Vercel-Id:\x20syd1::g45j6-1760315766580-9e954cba736b\r\n\r\nThe\x2
SF:@deployment\x20could\x2@not\x20be\x20found\x20on\x20Vercell,. \n\nDEPLOYM
SF:ENT_NOT_FOUND\n\nsyd1::g4576-1760315766580-9e954cha736b\n" )%r(GenericlLi
SF:nes, 67, "HTTP/1\.1\x20400\x20Bad\x20Request\r\nContent-Type:\x20text/pla
SF:in;\x2@charset=utf-8\r\nConnection:\x20close\r\n\r\n40@\x20Bad\x20Reque
SF:st" )%r(RTSPRequest,67, "HTTP/1\.1\x20400\x20Bad\x20Request\r\nContent-Ty
SF:pe:\x20text/plain;\x208charset=utf-8\r\nConnection:\x28close\r\n\r\n4ee\
SF:x20Bad\x2@Request" )¥r(Help,67, "HTTP/1\.1\x20400\x20Bad\x20Request\r\nCo
SF:ntent-Type:\x20text/plain;\x2@charset=utf-8\r\nConnection:\x2@close\r\n
SF:\r\n4@e\x20Bad\x20Request");

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 108.51 seconds




Fig4
3. Safe Default Scripts

-sC skill-bridge-ruddy-sigma.vercel.app
starting Nmap 7.95 ( https://nmap.org ) at 2025-1@-13 11:38 AEDT
imap scan report for skill-bridge-ruddy-sigma.vercel.app (64.29.17.3)
fost is up (0.011s latency).
Jther addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 216.198.79.3
lot shown: 998 filtered tcp ports (no-response)
J0ORT STATE SERVICE
i0/tcp open http
|_http-title: Site doesn't have a title (text/plain).
#3/tcp open https
| ssl-cert: Subject: commonName=*.vercel.app
| Subject Alternative Name: DNS:*.vercel.app, DNS:vercel.app
| Mot valid before: 2025-08-24T16:25:33
| Mot valid after: 2025-11-22T16:25:32
| _http-title: SkillBridge

imap done: 1 IP address (1 host up) scanned in 12.78 seconds

Fig5
4. Top 100 Common Ports

/home/jeff
--top-ports 10@ skill-bridge-ruddy-sigma.vercel.app
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:40 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (216.198.79.3)
Host is up (@.834s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 64.29.17.3

Not shown: 98 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 3.57 seconds

Fig 6
5. SSL/TLS Cipher Security Check




--script ssl-enum-ciphers -p 443 skill-bridge-ruddy-sigma.vercel.app
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:42 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (64.29.17.3)
Host is up (@.014s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 216.198.79.3

PORT STATE SERVICE

443/tcp open https

| ssl-enum-ciphers:

| TLSv1.2:

| ciphers:

| TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (secp256rl) - A
| TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (secp256rl1) - A
| TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256rl) - A
| TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2848) - A
| COMPressors:

| NULL

| cipher preference: server
| TLSv1.3:

| ciphers:

| TLS_AKE_WITH_AES_128_ GCM_SHA256 (ecdh_x25519) - A

| TLS_AKE_WITH_AES_256_GCM_SHA384 (ecdh_x25519) - A

| TLS_AKE_WITH_CHACHA2@_POLY1305_SHA256 (ecdh_x25519) - A
| cipher preference: server

|_ least strength: A

Nmap done: 1 IP address (1 host up) scanned in 3.34 seconds

Fig 7

6. SSL Certificate Information

--script ssl-cert -p 443 skill-bridge-ruddy-sigma.vercel.app
Starting MNmap 7.95 ( https://nmap.org ) at 2825-10-13 11:43 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (216.198.79.3)
Host is up (0.0021s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 64.29.17.3

PORT STATE SERVICE
443/tcp filtered https

Nmap done: 1 IP address (1 host up) scanned in 1.87 seconds

Fig 8
7. HTTP Security Headers Check




/home/jeff

--script http-security-headers skill-bridge-ruddy-sigma.vercel.app
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:45 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (64.29.17.195)
Host is up (0.0053s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 216.198.79.195
Not shown: 998 filtered tcp ports (no-response)
Bug in http-security-headers: no string output.
PORT STATE SERVICE
80/tcp open http
443/tcp open https
| http-security-headers:
| Strict_Transport_Security:
| HSTS not configured in HTTPS Server
| Cache Control:
|_ Header: Cache-Control: private, no-store, max-age=#@

Nmap done: 1 IP address (1 host up) scanned in 7.23 seconds

Fig 9
8. HTTP Methods Check

/home/jeff

--script http-methods skill-bridge-ruddy-sigma.vercel.app
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:46 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (216.198.79.195)
Host is up (@.0054s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 64.29.17.195
Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE
80/tcp open http
| http-methods:
| _ Supported Methods: GET HEAD POST OPTIONS
443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 7.@1 seconds

Fig 10
9. XSS Detection

sy JerT

--script http-stored-xss skill-bridge-ruddy-sigma.vercel.app
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:48 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (64.29.17.195)
Host is up (0.0070s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 216.198.79.195
Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http
| _http-stored-xss: Couldn't find any stored XS5 vulnerabilities.
443/tcp open https
| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.

Nmap done: 1 IP address (1 host up) scanned in 5.68 seconds

Fig 11
10.SQL Injection Detection




/home/jeff
ript http-sql-injection skill-bridge-ruddy-sigma.vercel.app

Startlng Nmap 7.95 ( https://nmap.org ) at 2025-10-13 11:49 AEDT
Nmap scan report for skill-bridge-ruddy-sigma.vercel.app (216.198.79.195)

Host is up (0.0057s latency).
Other addresses for skill-bridge-ruddy-sigma.vercel.app (not scanned): 64.29.17.195

Mot shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 7.65 seconds

Fig 12

Nikto:

Nikto is an open-source web server vulnerability scanner. It performs comprehensive tests
against web servers to identify misconfigurations, insecure files, outdated software, and known
vulnerabilities. Nikto checks for over 6,700 potentially dangerous files/programs and verifies
versions of web servers against vulnerability databases. It is particularly useful in identifying
issues like default files, outdated SSL/TLS settings, insecure headers, and improper

configurations.
Nikto Findings:

1. Basic Scan:

/home/jeff
skill-bridge-ruddy-sigma.vercel.app

+ multiple Ips found: 6 216.198.79.195
!

+ Target IP: 7.195
+ Target Hostname:  skill-bridge-ruddy-sigma.vercel.app
+ Target Port 80
2025-10-13
. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frane-Options
: Uncommon header 'refresh’ found, with contents: 0;urlshtt il1-bridge-ruddy-signa.vercel.app/.
Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://www.netsparker.com/web-vulnerability-scanner/vulnerabilities/missin

g-content-t
+ Root page / redirects to: https://skill-bridge-ruddy-signa.vercel.app/
+ No CGI Directories found (use '-C all' to force check all possible dirs)
cel.tgz: IP address found in the ‘x-vercel-id' header. The IP is "d1::27". See: https://portswigger.net/kb/issues/00600300_private-ip-addresses
Uncommon header 'x-vercel-id’ found, with contents: syd1::27km2-1760317016619-10a3cf9f937a.
ound, with content DEPLOYMENT_NOT_FOUND.
: Uncommon header 'x-vercel-chall ound, with contents: 2.1760317122.60,NZATYWRINTKGONZ M3 YXNRRKM2Q2Z0USZ 3 10DCUN jC 7NTRLNUAYmU7ZDkSZESY 5YxMzQ1ODFhY MXODC INTMAYZQSZTCXMNYy ZmQ1ZTKOYTSZ04BS3L,

XVKogdr3uzIdKUVziK3xAS6E1ri0srVect 600764 fcab2f661dd2
challenge.

closed

+ 8052 request

+ End Time: 2025-10-13 1 (GMT11) (659 secon

tested

Fig13
2. SSL/HTTPS Scan

/home/jeff
skill-bridge-ruddy-signa.vercel.app
Nikto v2.5.0

+ Wiltiple 1ps found: zu 198.79.195, 64
.195

+ Target IP:
+ Target Hostname skm -bridge-ruddy-signa.vercel.app

-app
GCM_SHA256
Encrypt/CN=R13
)

+ Start Time:

sues/00600300_private-ip-addresses-disclosed

Vercel
i " i . See: https
: ‘en-US/docs/Web/HTTP/Headers/X-Frame-Options

/: IP address found in the 'x-vercel-id' header. The IP is
The anti-clickjacking X-Frame-Options header 1s not present. See: https:
tigated' found, with contents: challenge.
Unconmon header 760317690-1R1q0ps9al 2ri rBEBI9TenqpwbD1Twyb .
Uncommon header 60317690. 60. K JhY 2B MZESKmV JMGUOYTE3Y JRZWIyN jYyMWQ3MDQTNWE 1Y 2QzNmI 7M IE1Z JB1NDE10DQANDL IMQIMGE 2Y 2MAMGY4YTQ2ZTUONDY M Q1N 520/ 86v7aMno T LyX6MY29y J360v6mbOvxayDKISg1L

686C4F3
The site us e strict-Transport-s ty HTTP header is not defined. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/Strict-Transport-Securi
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://wsw.netsparker.com/web-vulnerability-scanner/vulnerabilities/missin

g-content-type-header/
+ ALL CGI directories 'found', use '-C none’ to test none

+ Server is using a wildcard certificate: *.vercel.app. See: https://en.wikipedia.org/wiki/Wildcard _certificate
+ ERROR: Error limit (20) reached for host, giving up. Last error: opening stream: can't connect: SSL negotiation failed: error:0A@00126:SSL routines::unexpected eof while reading at /var/lib/nikto/plugins/Lw2.pm line 5254

at /var/lib/nikto/plugins/Li2.pn line
r/lib/nikto/plugins/LW2.pm line 5254.

+ Scan terminated: 20 error(s) and 8 item(s) reported on remote host

+ End Tim 2025-10-13 12 9 (GMT11) (6

Fig 14

3. Interesting Files/Directories Check




/nome/jert
skill-bridge-ruddy-signa.vercel.a
- Nikto v2.5.0

+ Multiple IPs found: 64.29.17.195, 216.198.79.195

+ Target IP: 64.29.17.195

+ Target Hostname:  skill-bridge-ruddy-signa.vercel.app
+ Target Port 80

+ start Time: 2025-10-13 12:10:02 (GMT11)

+ server: Vercel
The anti-clickjacking X-Frame-Options header is not present. See: https://developer.nozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options
+ /: Uncommon header ‘refresh' found, with contents: O;url=https://skill-bridge-ruddy-signa.vercel.app/.
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://ww.netsparker.com/web-vulnerability-scanner/vulnerabilities/missin
-content-type-header/
Root page / redirects to: https://skill-bridge-ruddy-signa.vercel.app,
No CGI Directories found (use ‘-C all' to force check all possible dirs)
/site.zip: IP address found in the 'x-vercel-id' header. The IP is "d1 t
/site.zip: Uncommon header 'x-vercel-id' found, with contents: sydl::wSrbf-1760317828340-8db4425893FF.
Uncommon header ‘x-vercel-error' found, with contents: DEPLOYMENT_NOT_FOUND.
eL1-known/acne-challenge: Uncommon header 'x-vercel-mitigated' found, with contents: challenge.
well-known/acme-challenge: Uncommon header ‘x-vercel-challenge-token' found, with contents: 2.1760318147.60.ZGRiNjhiMTRKNIKZNY2MMM2ZGVIRZDhNYWE2ZMDESZAU7Y VhZGQ3Y2Y7NTONZ ] C1ZWINMINNTE2Y JQSZThhOTUYM T4ZNI4Y2 FRMTFhHTV HDs 205t 107cbBOOY
2VoP7vta/xBV6DI/KK23pQa+QuCng2wy7CSnyZ0Co7rsCtkgkiHbSLiMy52Uig26FC/8GhADK= , 94e68c14bi5e9ca27325db1e89Fd2b53 .
+ 2340 requests: 2 error(s) and 8 item(s) reported on remote host
+ End Time: 2025-10-13 12:15:45 (GAT11) (343 seconds)

T.net/kb/issues/00600300_private-ip-addresses-disclosed

+ 1 host(s) tested

Fig15
4. Misconfiguration Check

skill-bridge-ruddy-sigma.vercel.app
- Nikto v2.5.0

+ Multiple IPs found: 216.198.79.131, 64.29.17.131

+ Target Ip: 216.198.79.131

+ Target Hostnome:  skill-bridge-ruddy-signa.vercel.app
80

2025-10-13 12:16:37 (GMT11)

Server: Vercel
The anti-clickjackiny
Uncomnmon header ‘refresh’ found, with contents: 0;urlshttps://sk 12 y-signa.vercel.app/.
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://wmw.netsparker.con/web-vulnerability-scanner/vulnerabilities/nissin

X-Frame-Options header is not present. S /developer.nozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frane-Options

-content-type-header/

+ Root page / redirects to: https://skill-bridge-ruddy-signa.vercel.app/
+ Wo CGI Directories found (use '-C all' to force check all possible dirs)
+ /app.jks: IP address found in the 'x-vercel-id' header. The IP is "d1 https://portswigger.net/kb/issues/00600300_private-ip-addresses-disclosed
+ /app.jks: Uncommon header 'x-vercel-id' found, with contents: sydi::vj4nz-1760318293352-2dce00f347d5.

+ /: Uncommon header 'x-vercel-error' found, with contents: DEPLOYMENT_NOT_FOUND,
+ /Ws_FTP.L0G: Uncommon header rcel-challenge-token' found, with content
CTKzvuPxDHKrS8KNVKJKEEgL49ST1hIINtyx2WKh1 1kOUbIRh4b/e0rsw= . 161726116edScb4bb4e1d0c63751F743 .
+ /Ws_FTP.L0G: Uncommon header ‘x-vercel-mitigated’ found, with contents: challenge.

+ 1446 requests: 2 error(s) and 8 item(s) reported on remote host

+ End Tine 2025-10-13 12:19:18 (GMT11) (161 seconds)

1760318332. 60 NZALYHRINTIAONZ M3 Y xNIRIM2Q2 2052 I LODCWN € 7MZ T2NTYy YWQ7Y2 JiNFFKOT CyNWYXOTQXMZE2 YmUZNF kNZE SNTBKM ZhY JUYMGVY 25 Z0XTBObSVET ZnsqEQrznshIT2 Twedm

+ 1 host(s) tested

Fig 16
5. Information Disclosure Check

/home/ jeff
skill-bridge-ruddy-signa.vercel.app
- Nikto v2.5.0
+ Multiple IPs found: 216.198.79.131, 64.29.17.131
+ Target IP: 216.198.79.131
+ Target Hostnam skill-bridge-ruddy-signa.vercel.app
+ Target Port:
+ Start Time 10-13 12:20:58 (GMT11)

+ Server: Vercel

+ /i The anti-clickjacking X-Frame-Options header is not present

+ /: Uncommon header ‘refresh’ found, with contents: O;urlshttps://skill-bridge-ruddy-sigma.vercel.app/.
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://wmw.netsparker.com/web-vulnerability-scanner/vulnerabilities/missin

‘developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

#-content-type-header/
+ Root page / redirects to: https://skill-bridge-ruddy-sigma.vercel.app/
No CGI Directories found (use '~C all' to force check all possible dirs)
/archive.zip: IP address found in the 'x-vercel-id' header. The IP is " . See:
/archive.zip: Uncommon header 'x-vercel-id' found, with contents: syd1::Svrpc-1760318543177-ea10fc142369.
/: Uncoanon header 'x-vercel-error' found, with contents: DEPLOYMENT_NOT_FOUND.
/apple-app-site-association: Uncommon header 'x-vercel-mitigated’ found, with contents: challenge.
/apple-app-site-association: Uncommon header ‘x-vercel-challenge-token' found, with contents: 2.176318732.60.ZjCXNDUSNDGN;YyNDBNWE100d JHTQXOGZhZTNRYIY7ZTQ1YZ12M)g7NTLiNZ14ZDhhARY3MDR MY 3NZKyMMZNThi NRUZNGZ iMANL Y2 InZT5 20905201 1a5X/d6
36qZySAdLef TowmK JD9QCXdAZ IvyLEMmPBhestB+hpNHUGS LAWHRAma4AeBaKPCYAT JK8PgRL =  F9CTbf 18e541ed 706462039 1abg1e0a1.
+ 1635 requests: 3 error(s) and 8 item(s) reported on remote host
+ End Time: 2025-10-13 12:25:33 (GMT11) (275 seconds)

https://portswigger.net/kb/issues/00600300_private-ip-addresses-disclosed

+ 1 host(s) tested

Fig 17

/home/jeff
skill-bridge-ruddy-signa.vercel.app
- Nikto v2.5.0
+ Multiple IPs fou
+ Target Ip:
+ Target Hostname:
+ Target Port:
+ start Time
Server: Vercel
The anti-clickjacking X-Frame-Options

/: Uncommon header 'refresh’ found, with contents: 0;url=https://skill-bridge-ruddy-signa.vercel.app/.
the content of the site in a different fashion to the MIME type. See: https://www.netsparker.

See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

anner/vulnerabilities/missin

content-type-header/
+ Root page / redirects to: https://skill-bridge-ruddy-sigsa.vercel.app/
+ Mo CGI Directories found (use '-C all' to force check all possible dirs)

+
+ /: The X-Content-Type-Options header is not set. This could allow the user agent to rende
P

+ /app.sql: IP address found in the ‘x-vercel-id' header. The IP is "d1::". See: https://portswigger.net/kb/issues/00600300_private-ip-addresses-disclosed
+ /app.sql: Uncommon header 'x-vercel-id' found, with contents: sydl::1912r-1760318874597-9ae56ca31677.

+ /: Uncommon header 'x-vercel-error’ found, with contents: DEPLOYMENT_NOT_FOUND.

+ 958 requests: 3 error(s) and 6 item(s) reported on remote host

+ End Tine 2025-10-13 12:29:04 (GMT11) (175 seconds)

+ 1 host(s) tested

Fig18
7. Remote File Retrieval Check




/home/jeff
skill-bridge-ruddy-signa
- Nikto v2.5.0

ercel.app -Tu

+ Multiple IPs found:

+ Target IP:

+ Target Hostname:

+ Target Port:

+ Start Time:

+ server: Vercel

+ /: The anti-clickjacking

Uncommon header 'refresh’ found, with contents: 0;url=https://skill-bridge-ruddy-signa.vercel.
The X-Content-Type-Options header is not set. This could allow the user agent to render the cont

g-content-type-header/

+ Root page / redirects to: https://skill-bridge-ruddy-signa.vercel.app/

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ /skill-bridge-ruddy-signa.zip: IP address found in the 'x-vercel-id' header. The IP is "d1

+ /skill-bridge-ruddy-sigma.zip: Uncommon header 'x-vercel-id' found, with contents: syd1::2

+ /: Uncommon header 'x-vercel-error' found, with contents: DEPLOYMENT_NOT_FOUND.

+ 765 requests: 2 error(s) and 6 iten(s) reported on remote host

+ End Time: 2025-10-13 12, 7 (GMT11) (67 seconds)

skill-bridge-ruddy-signa.vercel.app
80

2025-10-13 12, 0 (GMT11)

pp/.

. See: s
tk-1760319014634-

+ 1 host(s) tested

F
8. SQL Injection Scan

/home/jeff
skill-bridge-ruddy-signa.vercel.app
Nikto v2.5.0
Multiple IPs found: 216.198.79.3, 64.29.17.3
216.198.
skill-bridge-ruddy-signa.vercel.app
2025-10-13 12:31:20 (GMT11)
Vercel

The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.ory

Uncommon header 'refresh’ found, with contents: O;url=https://skill-bridge-ruddy-signa.vercel.ap
ontent-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type.

ontent-type-header/
Root page / redirects to: https:/.
Wo CGI Directories found (use '-C all
/skill-bridge-ruddy-signa.vercel. 1P address found in the ‘x-vercel-id' header. The IP is *d1
/skill-bridge-ruddy-signa.vercel.egg: Uncommon header 'x-vercel-id’ found, with contents: syd
/: Uncommon header 'x-vercel-error' found, with contents: DEPLOYMENT_NOT_FOUND.
error(s) and 6 iten(s) reported on remote host

2025-10-13 12:32:50 (GMT11) (90 seconds)

kill-bridge-ruddy-sigea. vercel.app/
to force check all possible dirs)
https:

4536-17603191315¢

702 requests:
End Tim

1 host(s) tested

ame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

/.
ent of the site in a different fashion to the MIME type. See: https:

‘en-Us/docs /Web/HTTP/Header:

//portswi

‘wwa . netsparker . con/web-vulnerability-scanner/vulnerabilities/missin

portswigger.net/kb/issues/00600300_private-ip-addresses-disclosed
1b516a3da881.

ig19

X-Frame-Options

See: https://www.netsparker.com/web-vulnerability-scannei

r.net/kb/issues/00600300_private-ip-addr

65-21736a0d64 fe.

Fig 20

Burpsuite:

Burp Suite is an integrated platform and industry-standard toolkit for performing security testing
of web applications. It acts as an intercepting proxy that sits between your browser and the

target application, allowing security testers to view, an
real-time.

Burpsuite Findings (SQL Injection):

1. s=farmer’

alyse, and modify HTTP/HTTPS traffic in

Request

Pretty  Raw  Hex ® n
1 GET /anzsco/search?industry=Agriculture%2C+Forestry+and+Fishings=farner' &linit=12
HTTR/2

Host: thorough-annalise- fit5120-fc5e9571 koyeb.app
Sec-Ch-Ua-Platform: "Linux"

Accept-Language: en-GB.en:
Accept: application/json
Sec-Ch-Ua: "Chromium”:v="138", "Not:A=Brand":v="99
User-Agent: Mozilla/5.0 (X11: Linux x85 64) AppleWebKit/537.36 (KHTML, like Geckol
Chrome/139.0.0.0 Safari/537.36

Sec-Ch-Ua-Mobile: 70

Origin: https://skill-bridge-ruddy-sigma.vercel. app

Sec-Fetch-Site: cross-site

EE

Sec-Fetch-Mode: cors
> Sec-Fetch-Dest: empty
5 Sec-Fetch-Storage-Access: active
4 Referer: https://skill-bridge-ruddy-sigma.vercel.app/
= Accept-Encoding: gzip, deflate, br
5 Priority: u=1, i

Response
= pretty Raw Hex m =
1 HTTR/2 200 OK
> Date; Mon, 13 Oct 2025 10:34:02 GMT
= Content-Type: application/json: charset=utf-&
4 Access-Control-Allow-Origin: https://skill-bridge-ruddy-sigma.vercel.app
5 Vary: Origin
6 Access-Control-allow-Credentials: true

Content-Security-Policy: default-src 'self':connect-src 'self' http: https:
*.koyeb.app http://localhost:5173 http://localhost : 3008 http://localhost : 8080
https://skill-bridge-ruddy-sigma.vercel.app;img-src 'self' data::script-src
‘self':style-src 'self' ‘unsafe-inline';frame-ancestors 'none’;base-uri
‘self':font-src 'self' https: data:;form-action 'self';object-src
‘none’iscript-src-attr 'none’;upgrade-insecure-requests
Cross-Origin-Opener-Policy: same-origin
Cross-Origin-Resource-Policy: cross-origin
Origin-Agent-Cluster: 71

Referrer-Policy: no-referrer
Strict-Transport-Security: max-age=31536000;
X-Content-Type-Options: nosniff
X-Dns-Prefetch-Control: off
X-Download-Options: noopen
¥-Frame-Options: SAMEORIGIN
X-Permitted-Cross-Domain-Policies:
X-¥ss-Protection: O

Etag: W/"3b-7eC7WY4xXFOcLUSPx2BXV2QuvUdg"
X-Envoy-Upstrean-Service-Time: 98
X-Koyeb-Backend: sin

Server: cloudflare

includeSubDonains

none

2. s=1’

Fig 21




a [}
Request Response
Pretty Raw Hex W = Pratty Raw n =
1 GET /anzsco/search?industry=Agriculture%2C+Forestry+and+Fishing&s=1'&limit=12 HTTP/2 | 1 HTTP/2 200 OK
2 Host: thorough-annalise-fit5120-fc5e9371 koyeb.app Date: Mon, 13 Oct 2025 10:35:47 GMT
Sec-Ch-Ua-Platform: "Linux" Content-Type: application/json; charset=utf-8
Accept-Language: en-GB,en;g=0.9 4 hccess-Control-Allow-Origin: https://skill-bridge-ruddy-signa.vercel.app
Accept: application/json = Vary: Origin
Sec-Ch-Ua: "Chromium";v="139", "Not;A=Brand";v=" Access-Cont rol-Allow-Credentials: true
User-Agent: Mozilla/5.0 [X1l; Linux x86 54) AppleWebKit/537.36 (KHTML, like Gecko) 7 Content-Security-Policy: default-src 'self';connect-src 'self' http: https:
Chrome/139.0.0.0 Safari/537.36 # koyeb.app http://localhost:5173 http://localhost:3008 http://localhost: 8080
Sec-Ch-Ua-Mobile: 70 https://skill-bridge-ruddy-sigma.vercel.app:img-src 'self' data:;script-src
Origin: https://skill-bridge-ruddy-sigma.vercel . app style-src 'self' 'unsafe-inline’;frame-ancestors 'none’;base-uri
Sec-Fetch-Site: cross-site 'self';font-src 'self' https: data:;form-action 'self';object-src
Sec-Fetch-Mode: cors ‘none';script-src-attr 'none';upgrade-insecure-requests
Sec-Fetch-Dest: empty & Cross-Origin-Opener-Policy: same-origin
Sec-Fetch-Storage-Access: active Cross-Origin-Resource-Policy: cress-origin
Referer: https://skill-bridge-ruddy-sigma.vercel.app/ Origin-Agent-Cluster: 71
Accept-Encoding: gzip, deflate, br Referrer-Policy: no-referrer
Priority: u=l, Strict-Transport-Security: max-age=31536000; includeSubDomains
¥-Content -Type-Options: nosniff
¥-Dns-Prefetch-Control: off
¥-Download-Options: noopen
X-Frame-Options: SAMEORIGIN
X-Permitted-Cross-Domain-Policies: none
X-Xss-Protection: O
Etag: W/"3b- 7eC7WY4XFOcl UBPx28XV20uvldg "
¥-Envoy-Upst ream-Service-Time:
%-Koyeb-Backend: sin
Server: cloudflare
Fig 22
3. s=farm
BB oop Popct e epester view relp Burp Suite Community Edition12025.7.4 - Temporary Project - o x
Dashbaard Target Proxy Intruder Repeater Collaborator ‘Sequencer Decoder Comparer Logger Organizer Extensions Leamn o
1 % + P A
< |~ Target: https/ /thorough-annalise-fit5120-fc5e937 1 kayebapp /°  HTTP2 ()
=
Request Response LR D = X s
Pretty  Raw  Hex n Pretty  Raw  Hex Requestattributes 2 - I8
1 GET /anzsce/search?industry=Agriculture%2C+Forest ry+and+FishingSs=farn&linit=12 HTTP/2 200 OK E‘
HTTR) 2 Date: Mon, 13 Oct 2025 10:37:03 GHT Request query parameters a2 -~ [
5 Host: thorough-annalise-fit5120-fc5e9371. koyeb. app Content-Type: application/ison; charset=utf-8
5 Sec-Ch-Ua-Platform: "Linux" Access-Cont rol -Allow-Origin: https://skill-bridge-ruddy-signa.vercel .app
4 Accept-Language: en-GB,en;g=0.9 Vary: in Request body parameters o v
5 Accept: application/json Access-Cont rol - Allow-Credentials: true 2]
& Sec-Ch-Ua: "Chromiun®;v="139", "Not;A=Brand";v="99" 7 Content-Security-Policy: default-src 'self';connect-src 'self' http: hitps: i~ D -
7 User-Agent: Mozilla/S.0 (X11: Linux x86_64) AppleWebKit/537.36 (KHTML, like Geckol * koyeb.app http://localhost:5173 http://localhost:3000 http://localhost :8080 z
Chrome/139.0.0.0 Safari/537.36 https://skill-bridge-ruddy-signa.vercel.app;ing-src 'self' data:;script-src 2
g Sec-Ch-Ua-Mobile: 70 *self';style-src 'self' ‘unsafe-inline';frame-ancestors ‘none’;base-uri Request headers. 18 v B
© Origin: https://skill-bridge-ruddy-signa,vercel.app *self';font-src 'self' https: datas;form-action 'self';object-src
0 Sec-Fetch-Site: cross-site script-src-attr 'none’;upgrade-insecure-requests Response headers - o
1 Sec-Fetch-Mode: cors Cross-0Origin-Opener-Policy: same-origin
o Sec-Fetch-Dest: empty Cross-Origin-Resource-Policy: cross-origin &
3 Sec-Fetch-Storage-Access: active Origin-Agent-Cluster: 71
4 Referer: https://skill-bridge-ruddy-sigma.vercel .app/ Referrer-Policy: no-referrer o
5 Accept-Encoding: gzip, deflate, br Strict-Transport-Security: max-age=31536000; includeSubDomains ?
& Priority: u=1, i X-Content-Type-Options: nosnif g
7 X-Dns-Prefetch-Control: off w
X-Download-Options: noopen a
X-Frane-Options: SAMEORIGIN 3
X-Permitted-Cross-Domain-Policies: none
X-Xss-Protection: 0
Etag: W/"a59-rAJEMRxOFuLhy DhRFHON2V204y 4"
X-Envoy-Upstream-Service-Time: 101
X-Koyeb-Backend: sin
Server: cloudflare
o © €[> arch £ ohighlights | (3 &} (<[> o £ | ohighlights &
one 3,914 bytes| 456 millis
Eventlog1)®  Allissues @ Memory:155.8MB * Disabled ~

Fig 23

4. s=Goatfarmer OR 1’=1

1 x +
< | Target: https://thorol
a--
Request Response
Pratty Raw Hex n = Raw Hex n =

1 GET /anzsco/search?industry=Agricultures2C+Forestry+and+Fishing&s=Goatfarner 1 HTTP/2 400 Bad Request
PR'1'=18linit=12 HTTP/2 2 Date: Mon, 15 Oct 2025 10:44:13 GMT
Host: thorough-annalise-fit5120- fc5e9371. koyeb.app 5 Content-Length: O

Sec-Ch-Ua-Platform: "Linux"

Accept-Language: en-GB,en;q=0.9

Accept: application/json

Sec-Ch-Ua: "Chromiun";v="139", "Not;A=Brand";w:
User-Agent: Mozilla/S5.0 (XL1: Linux x85 64) AppleWebKit/S37.36 (KHTML, like Gecko)
Chrome/139.0.0,0 Safari/S37.36

Sec-Ch-Ua-Mobile: 70

Origin: https://skill-bridge-ruddy-signa.vercel .app

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Sec-Fetch-Storage-Access: active

Referer: https://skill-bridge-ruddy-sigma.vercel.app/

Accept-Encoding: gzip, deflate, br

Priority: u=1, i

Cf-Ray: 98de3dBefcdced73-ADL

@ & ¢|[>] | searct £ ohighlights | (3) &3 (€| > | searct £ Ohighlights

Done

Fig 24
5. s=OR’1’=1




Request

Pretty  Raw  Hex
1 GET /anzsco/search?industry=Agricultures2C+Forestry+and+Fishing&s=0R'1'=1&linit=12
HTTP/2

Host: thorough-annalise-fit5120-fc5e9371 koyeb.app

Sec-Ch-Ua-Platform: “Linux"

Accept-Language: en-GB,en;g=0.9

Accept: application/json

Sec-ch-Ua: "Chromium 39", "Not;A=Brand";v
User-Agent: Mozilla/5.0 (¥11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrone/139.0.0.0 Safari/ss7.36

Sec-Ch-Ua-Hobile: 70

Origin: https://skill-bridge-ruddy-sigma.vercel . app

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Sec-Fetch-Storage-Access: active

Referer: https://skill-bridge-ruddy-sigma.vercel.app/

Accept-Encoding: gzip, deflate, br

Priority: u=l. i

Wos W

newn

D & €[> £

0 highlights

Target: hitpsi/ithorou|

Response
Pretty  Raw  Hex no =
1 HTTP/2 200 OK
2 Date: Mon, 13 Oct 2025 10:48:17 GMT
Content-Type: application/json: charset=utf-g
4 Access-Control-Allow-Origin: https://skill-bridge-ruddy-sigma.vercel .app
5 Vary: Origin
5 Access-Control-Allow-Credentials: true
7 Content-Security-Policy: default-src 'self';connect-src 'self' http: https:
+.koyeb.app http://localhost:5173 http://localhost:3000 http://localhost: 8080
https://skill-bridge-ruddy-sigma,vercel.app:img-src ‘self’ data::script-src
‘self'istyle-src 'self' 'unsafe-inline';frame-ancestors ‘none’:base-uri
‘self';font-src 'self' https: data::form-action 'self';object-src
‘none’script-src-attr ‘none’upgrade-insecure-requests
Cross-Origin-Opener-Policy: same-origin
Cross-Origin-Resource-Policy: cross-origin
Origin-Agent-Cluster: 71
Referrer-Policy: no-referrer
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff
X-Dns-Prefetch-Control: off
X-Download-Options: noopen
X-Frame-Options: SAMEORIGIN
X-Permitted-Cross-Domain-Policies: none
X-¥ss-Protection: O
Etag: W/"3b-7eCTWY4XFOcl USPx28XV20uvldg"
X-Envoy-Upst rean-Service-Time: 107
X-Koyeb-Backend: sin
Server: cloudflare
@&« > arch o 0 highlights
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