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Project Hash: 

 

Fig 1: Hash  

 

Q4: Secure Network Design and Implementation: 

 

Fig 2- Topology 

Q5: BGP: 

(Please Refer to the video for the live demonstration of the attack and 
countermeasure) 

Q6: VPN: 

Site-to-Site VPN: 



 

Fig 3: Peninsula Part 1 



 

Fig 4: Peninsula Part 2 



 

Fig 5: Clayton 



 

Fig 6: Caulfield 

Remote-Access VPN: 



 

Fig 7: External Client Configuration of VPN 

Q7: Firewall Configuration 

 

Fig 8: Peninsula Part 1 



 

Fig 9: Peninsula Part 2 



 

Fig 10: Peninsula Part 3 



 

Fig 11: Peninsula part 4 



 

Fig 12: Clayton Part 1 



 

Fig 13: Clayton Part 2 



 

Fig 14: Clayton Part 3 



 

Fig 15: Caulfield Part 1 



 

Fig 16: Caulfield Part 2 



 

Fig 17: Caulfield Part 3 

Firewall Rules Template: 



 

Fig 18: Firewall rule Part 1 

 

Fig 19: Firewall Rule Part 2 



 

Fig 20: Firewall Rule Part 3 

Q8: Security Analysis 

Part 1: Firewall Bypass Analysis (4 Marks) 

Can the Firewall Configuration Be Bypassed? 

YES, the current firewall configuration has several vulnerabilities that can be 
exploited to bypass security controls: 

1. Egress Filtering Weakness (Critical) 

Bypass Method: 

• The firewall can be used to exfiltrate data to external destinations without 
restriction 

• Malware on the firewall can establish C2 (Command & Control) channels 
freely 

Counter Measures: 

• Implement egress filtering on output chain: only allow firewall management 
traffic (NTP, syslog, DNS, BGP, IPsec) 



• Replace OUTPUT-ALLOW-ALL with OUTPUT-DENY-ALL and explicitly permit 
only necessary protocols 

2. DNS Tunneling (High Risk) 

Bypass Method: 

• Attackers can encode data in DNS queries/responses to exfiltrate 
information 

• Tools like iodine or dnscat2 can create tunnels over DNS 

Counter Measures: 

• Implement DNS Security (DNSSEC) to validate DNS responses 

• Add rule to block DNS queries to external servers from internal hosts (force 
all DNS through 10.201.30.10 only) 

Part 2: Network Security Improvements (8 Marks) 

1. Intrusion Prevention System (IPS) - Inline Deployment 

What It Is: Active security device that analyzes network traffic in real-time, 
detects threats using signatures and anomaly detection, and automatically 
blocks malicious traffic. 

Where to Integrate: 

• Peninsula: Place inline between Peninsula firewall (ether2: 10.201.10.1) 
and internal switch  

o Traffic flow: Peninsula clients → Firewall ether2 → IPS → Internal switch 
→ Servers 

• Clayton/Caulfield: Deploy at Internet edge  

o Traffic flow: ISP → Firewall ether1 → IPS → Firewall ether2 → Internal 
network 

How It Strengthens Infrastructure: 

• Blocks exploit attempts targeting servers (10.201.20.10/11/12) before 
reaching them 

• Complements existing Snort IDS (10.201.20.50) by taking automated action 

2. Web Application Firewall (WAF) - Reverse Proxy Mode 



What It Is: Layer 7 firewall specifically designed to inspect, filter, and protect 
HTTP/HTTPS traffic by understanding web application protocols and common 
attack patterns. 

Where to Integrate: 

• Deploy on Peninsula network: New WAF node at 10.201.20.9 

• Position: Between firewall and web server  

o Traffic flow: External → Peninsula FW → WAF (10.201.20.9) → Web 
Server (10.201.20.10) 

How It Strengthens Infrastructure: 

• Blocks SQL injection: ' OR '1'='1 in HTTP parameters before reaching web 
application 

• Specific to your network: Protects the web server (10.201.20.10) which all 
three campuses + external clients access 

3. Secure Email Gateway (SEG) at Peninsula 

What It Is: Specialized email security appliance that filters inbound/outbound 
email for spam, phishing, malware, and data loss prevention. 

Where to Integrate: 

• Deploy at Peninsula: New SEG node at 10.201.20.13 

• Position: Inline with SMTP server  

o Inbound: External SMTP → Peninsula FW → SEG (10.201.20.13) → SMTP 
(10.201.20.11) → Mailboxes 

o Outbound: Clients → SMTP (10.201.20.11) → SEG (10.201.20.13) → 
Peninsula FW → Internet 

• Update firewall rules to redirect port 25/587/465 traffic through SEG first 

How It Strengthens Infrastructure: 

• Blocks phishing emails before reaching users (CEO fraud, credential 
harvesting) 

• Detects malware attachments (ransomware, trojans) using sandboxing 

• Specific to your network: Currently Caulfield can send SMTP (Q7 
authorization), SEG ensures outbound emails don't leak sensitive data 



4. Network Access Control (NAC) at Each Campus 

What It Is: System that enforces security policy compliance before allowing 
devices to access the network. Checks device health, authentication, and 
posture. 

Where to Integrate: 

• Peninsula: NAC controller at 10.201.30.12, inline between firewall ether2 
and client LAN switch 

• Clayton: NAC at 10.200.30.1 (new subnet for infrastructure) 

• Caulfield: NAC at 10.202.30.1 

• 802.1X authentication on switch ports 

How It Strengthens Infrastructure: 

• Prevents unauthorized devices from connecting (stolen laptops, rogue 
devices) 

• Quarantines non-compliant devices (missing patches, no antivirus) to 
remediation VLAN 

• Specific to your network: Prevents compromised device at 10.202.10.x 
(Caulfield) from freely accessing Peninsula servers 

5. DNS Security Service (DNSSEC + DNS Filtering) 

What It Is: DNSSEC provides cryptographic authentication of DNS responses. 
DNS filtering blocks access to malicious domains. 

Where to Integrate: 

• Upgrade existing Peninsula DNS server (10.201.30.10) 

• Enable DNSSEC validation for all responses 

• Deploy DNS filter/firewall: integrate with threat intelligence feeds 

• Configure DNS sinkhole for known malicious domains 

How It Strengthens Infrastructure: 

• Prevents DNS cache poisoning attacks (attacker cannot forge DNS 
responses) 

• Example: User clicks malicious link in email → DNS query to 10.201.30.10 → 
DNS filter blocks evil.com → Connection refused 



• Protects all three campuses since all DNS queries route to 10.201.30.10 

6. Security Information and Event Management (SIEM) 

What It Is: Centralized log aggregation, correlation, and analysis platform that 
provides real-time security monitoring and threat detection. 

Where to Integrate: 

• Deploy at Peninsula: SIEM server at 10.201.30.20 (new management 
subnet 10.201.30.0/24) 

• Collect logs from all firewalls (Caulfield, Clayton, Peninsula), IDS 
(10.201.20.50), servers 

• Agents on all servers forward logs via syslog (UDP 514) or secure syslog 
(TCP 6514) 

How It Strengthens Infrastructure: 

• Correlates events across distributed infrastructure: detects if attacker 
pivots Clayton → Caulfield → Peninsula 

• Alerts on suspicious patterns: 100 failed SSH attempts from 10.200.10.5 → 
potential brute force 

• Specific to your network: Currently remote VPN users (172.16.10.10-50) 
have direct SSH access to 10.201.20.12; bastion adds additional 
authentication layer 

8. Network Segmentation - DMZ and Server VLANs 

Where to Integrate: Peninsula server network subdivision: 

• DMZ Zone (VLAN 20): 10.201.20.0/24 - Public-facing servers (WEB: 
10.201.20.10) 

• Internal Services Zone (VLAN 21): 10.201.21.0/24 - Move SMTP 
(→10.201.21.11), SSH (→10.201.21.12) 

• Management Zone (VLAN 30): 10.201.30.0/24 - DNS (10.201.30.10), CA 
(10.201.30.11), SIEM (10.201.30.20) 

• Client Zone (VLAN 10): 10.201.10.0/24 - Unchanged 

How It Strengthens Infrastructure: 



• Specific to your network: Currently all servers in 10.201.20.0/24 are equally 
accessible; segmentation means compromised web server cannot pivot to 
SSH server directly 

Q9: IDS 

 

Fig 21: IDS Rules 

 


